Give your incident response teams insights into how
hackers work, and how to effectively conduct
investigations into cyber incidents.

Cyber Threats and Defense Essentials

In order to carry out an effective incident response, your team needs an understanding of the key threats,
attacks, and dangers of cyberspace, together with the essential methods and concepts required to
protect your organization.

This training gives participants a deep insight into how hackers try to infiltrate critical infrastructures and
assets, along with excellent working knowledge of the main tools used by cybersecurity professionals to
investigate an incident, collect initial evidence, and prepare all materials and information required for an
effective investigation.

Participants
e [T/OT Professionals
e Incident Response Team Members

Prerequisites

e IT background

Training Outcomes

e Acquisition of the initial theoretical background and skills required to perform cyber
incident investigations and evidence collection

e Familiarity with and working knowledge of cybersecurity investigation and
monitoring tools

Duration

e 16 hours (8 x 2-hour days)

#Forensics #Investigating #Analyzing #OT #IT #Windows #Malware #Qualification
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